Abstract-This paper describes a method of hiding a copyright symbol into an print image which can survive against print-scan process. Copyright protection is a challenging problem specially for printed image document. Digital watermarking is one of the most efficient method to protect an image from unauthorized use. In this paper we propose an inexpensive hardcopy watermarking technique which can survive print-scan transformation as well as small degree of geometric distortion. Experimental result shows the effectiveness of the proposed watermarking scheme. The proposed scheme could be used as an inexpensive method of copyright protection for printed document like passport, id card etc.
I. INTRODUCTION
Traditional watermarks are visual patterns embedded in a sheet of paper. These watermarks are produced by creating a variation in thickness of paper fiber during the wet-phase of paper making. The embedded design is imperceptible under normal viewing of either side but when the paper is held up to a light source the visual pattern is clearly visible. Security-printing products are commonly found in many important day-to-day applications ranging from identity cards and driving licenses to certificates and passports. Many security documents are subject to fraudulent reproduction,adulteration and theft.Attempted frauds include total book counterfeiting,photograph substitution,page substitution, and expiry date tampering.
Recent years have seen a significant research effort in digital watermarking and data hiding techniques. Unlike traditional watermarks,a majority of these techniques focus on embedding and extracting data from electronic content and not from a hardcopy paper document. A very few number of techniques for embedding visual or non visual data in hardcopy documents have been proposed. Typically,the techniques are specific to the type of document and its content. Examples of this class of techniques include methods that embed information in hardcopy text documents through embedding information in printed halftone images [1] [2] [3] [4] and methods for embedding information in images that are designed to be robust to the printing process [5] [6] . Usually these techniques require to capture the printed document in electronic form,from which the embedded data may be recovered or visible pattern may be revealed through suitable processing.
There are two types of attack that may destroy the watermark information, namely deliberate attack and accidental attack. For softcopy image watermarking,the attacks may be introduced deliberately through different signal processing techniques on the other hand image compression, image transmissions in noisy channels are the possible attack, which may happen accidentally. For Hardcopy image watermarking the possible attacks, which may take place unintentionally are changed ink level of the printer, slide rotation of the paper, contrast adjustment of the scanner, print-scan transformation etc. One of the possible attacks that can be involved deliberately on the watermarked by the creation of wrinkled as by crushing or folding. Y.J.Song proposes a robust watermarking scheme for forgery detection in printed materials [7] . C.Y.Lin proposes a model for print and scan without any countermeasure [8] . L.Yu proposes another model for printscan and also proposes a countermeasure [9] . But details description about the watermark bit insertion and extraction process are not available in those published literature.
In this paper We are proposing a simple and easily implementable algorithm for hardcopy image watermarking using DCT . We have suggested a mechanism for choosing DCT coefficient in order to insert watermark. A guide line is also given, how the methodology could be used for a different combinations of printer and scanner. It has been shown that proposed algorithm is working equally well for different pair of printer and scanner. In the present article section 1 describes the overall print-scan process and also different aberration that may happen during print-scan process and how the proposed method can overcome those difficulties. In section 2 ,we propose print-scan transformation technique for a pair of printer and scanner. Section 3 describes a simple hardcopy image watermarking technique. Experimental results are shown in Section 4. Finally, concluding remarks are given in section 5.
II. PRINT-SCAN PROCESS
When printed document which is generated from gray scale digital data is scanned, the resulting scanned data (soft) contains digital value which is quite different from that of digital data from which print document is generated. These differences may not be significant to naked eyes and visually noticeable. The other type of aberration normally invisible to human eye which may occur during scanning includes a small degree of rotation, scaling, cropping due to error in non-exact placing of scanning document. This may pose some registration problem when we try to match the corresponding pixels between original documents and the scanned document.
A. Printing Process

1) Halftoning Process:
Most of the image reproduction devices, particularly the printing devices, have restricted capability of printing few colors , while the digital image mostly consists of millions of colors. In the gray scale case, the digital image consists of 256 different shadows of gray, while the black and white printers normally use only one colored ink, i.e. black. These 256 levels of gray should somehow be represented by the black color and the white substrate and this is implemented via halftoning process.
Halftoning is a process that converts a digital gray scale image to a bi-level image while attempting to preserve its visual appearance. Halftoning works by exploiting the low pass characteristics of the human visual system. This is possible because of spatial integration performed by our eyes. Ideally, a local spatial average of the bi-level image generated by the halftoning process at each spatial location closely approximates the original gray value of the image. In halftoning process, a halftone cell is generated by varying the distribution of black dot which corresponds to a particular gray value. There are many different halftoning algorithms adapted to various printing technologies and applications. Three common methods for generating digital halftoning images are namely 1.Patterning 2.Dithering 3.Error diffusion [10] . Patterning is one of the best approaches to generate halftone cell.
2) Patterning: It generates an image from the source image which is of higher spatial resolution than the source image. The number of halftone cells of the output image is the same as the number of pixels of the source image. In patterning technique, each gray value of the digital image is represented by its halftone cell which is nothing but a matrix with variable number of black dots.
where Ò ¾ Equation (1) represents the general equation for generating patterning matrix for halftone cell [11] . Depending upon the value of Ò, different size of patterning matrix which depicts the different gray level range can be generated, eg. when Ò then´ ¢ µ·½ different gray levels can be generated. Based on human visual characteristics ¾ and ¿, which are second order and third order patterning matrix, has been suggested as follows.
Using these two primitive matrices the higher order matrix is generated. From ¾ one can generate 5 gray level matrix staring from ¼ to . Here ¼,½,¾,¿ are four distinct positions to filled up by black dots to increase the gray level. When no black dot is placed within the matrix,it could be used to represent an absolute white region which can be defined as first gray level. When position ¼ is filled up with a black dot then we call that the second gray level is generated. When positions ¼ and ½ both are filled up then third gray level is generated and so on. Accordingly, when all the positions are filled up then fifth gray level is generated. Similarly using ¿, one can generate 10 gray levels. Table I represents the matrix to generate gray levels which is generated using ¾ and matrix. Any patterning matrix of any order could be generated from the primitive matrix like ¾ , ¿ , etc. From our above discussion , the final size of an image generated from the halftoning technique will have a size equal to the original image size multiplied by the order of the matrix. The order of the patterning matrix depends on the number of gray level present in the original image. For large number of gray levels like ¾ , the order of the patterning matrix necessary to fully represent the image is ½ and corresponding halftoned image size is ½ times of the original image. This required a huge computation time and in order to reduce the computation time considerably reduced gray level representation of the original image into its halftoned form. For e.g., one may consider levels in place of ¾ gray levels present in the original image. This considerably saves the memory space and computation time without appreciable loss of quality. Under this circumstance, the correspondence between the gray level(Ü) of the original image and the cell no of its corresponding halftone representation (reduced gray level range) is represented by equation (2) .
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B. Scanning Procedure:
Scanner is used to generate a soft version from the hard version of a document. Flatbed scanner is one of the most popular device in this respect. During scanning, document is placed properly on flat glass plate and the scanning light reflects from the document is captured by CCD scanner, which generates the equivalent digital signal proportional to the gray level of the different points in the document.
At the time of scanning, special care should be taken to avoid geometric distortion like scaling, cropping and rotation. If we use the patterning technique to print a gray scale image, then halftoned image size is Ò times that of the original image size. Scanning resolution is so selected such that its value is equal to the ratio of the printing resolution and order of the patterning matrix,eg., if the printing resolution is 600 dpi and order of patterning matrix is 8 then set the scanning resolution 75dpi(600/8). Cropping can be avoided by using magnified version of the soft document. Rotation of the document is another major distortion at the time of scanning. It can be minimized but can not be made zero even with best care. To handle the rotation problem in the watermarking scheme, one should use either a marker to calculate the rotational angle or can use watermarking scheme in RST invariant domain like fourier-mellin transformation [12] . L.Yu suggested a marker model to calculate the rotational angle by morphology based contour tracing [9] . Here we are proposing another efficient scheme to calculate the rotational angle as well as detection technique of the source image. In this respect, we are using a dense black cross marker in the form of 'L' along with the source, printed as composite image. Marker is placed both parallel and few pixels away to the left and bottom border line of the source image. Fig.1(a) shows the rotated version of the composite image in the clockwise direction. After scanning, the composite image is segmented [13] into two parts, "marker" and "source image". Two extreme points of the marker in vertical direction are represented by (X1,Y1) and (X2,Y2). Similarly, two extreme points in the horizontal direction are represented by (X2,Y2) and (X3,Y3) which is shown in Fig.1(b) . From those coordinate points, the angle of rotation and its sense could be determined using equation (3) 
After rotating the composite image in opposite direction, source image could be determined by cropping space between the marker and source image which is shown in Fig.1(c) . Hole effects [14] and artifacts are the possible attack that may degrades the quality of the image after rotation. So interpolation technique is used to remove the hole effects like spline interpolation, cubic interpolation or neighborhood operations etc.
III. PROPOSED GUIDE LINE FOR MEASURING A PRINT-SCAN TRANSFORMATION
A tuning mechanism is used to measure print-scan transformation using one which can correlate two images obtained before printing and that of obtained after scanning. The block diagram of overall transformation process is shown in Fig.2 .
Ì ½ and Ì ¾ are the transformation which occurred at the time of halftoning to printing and printing to scanning respectively. Total transformation Ì , is equivalent to Ì ½ £ Ì ¾ ,which can be represented by equation (5) . (5) =Input gray value before printing =Output gray value after scanning Let, È represents the inverse transformation function of Ì . To estimate the possible form of transformation function Ì , a synthetic image which contains different strips of known gray level value ( ¼ to ¾ ) is used. This is converted to the halftone version using the technique mentioned above and then the corresponding printed document is generated. Now, the printed document with different gray level strips is scanned to generate corresponding image output that contains similar strips of different gray level. These gray level values will be different from that of the source document because transformation Ì ½ has been occurred during halftoning process and transformation Ì ¾ has been occurred during scanning process. Now, we can compute the composite transformation Ì , resulting for a particular combination of printer and scanner, and it can be estimated by using the popular polynomial interpolation technique which is as shown as equation (6) . (6) are Coefficients.
Ì´ µ ¼ ½ ¡ ¡ ¡¾
In our experiment, we have used two different combinations of printer-scanner namely Pair 1 (HP LaserJet 1200 series, HP ScanJet 4C) and Pair 2 (HP LaserJet 1200 series, HP ScanJet 8250) to test the validity of this kind of technique. It has been found that polynomial up to Ø degree (when r= ) is sufficient for the present purpose. Table II represents the values of the coefficient for two different combinations of printerscanner, Pair 1 and Pair 2. The interpolation curve (we call it Ì -curve) for Pair 1 is shown in Fig.3(a) and corresponding inverse transformation curve (we call it È -curve) is shown in Fig.3(b) . IV. WATERMARKING Watermarking is a technique by which a marker data or logo could be hidden inside a cover signal/image imperceptibly. In particular, there are two types of watermarking scheme available in the literature, one is visible watermarking and another is invisible watermarking. In this work we have adapted second type. To develop an efficient invisible watermarking scheme, special care should be taken on a) image degradation after watermarking is minimum b) it is sufficiently robust against deliberate and non deliberate attack c) quality of the extracted watermark is close to the inserted one d) low cost implementation. In the case of watermarking for printed document one of the major non deliberate attack is print-scan transformation. In this type of watermark the secret watermark can be inserted in the source image ( before converted to halftone ) or in the halftone image. The literature on watermarking for printed document is not rich. Some of the work in the printed document published recently [1] [2][3] [4] used halftone version as source image for watermarking. But in the proposed work, watermark information is inserted into the transformed version ( DCT ) of the cover image. There are some other work that uses transform domain for watermarking like DFT [15] .
A. Watermark Insertion
The proposed watermarking is based on the DCT [16] . Let I be a gray level image of size (Å ¢ AE), where the secret information/image is inserted. Let a logo binary image W of size ( ¢ ) is used. If we assume that Å=AE and = , then the total image space that could be utilized properly if Å is an integer number and generally it is for ( ¢ ) Discrete Cosine Transformation. If Å and AE is not a pure integer then some row or column padding is done to match properly the dimension of logo with that of cover image.
The original image I is partitioned into number of ( ¢ ) blocks and DCT is computed for each block. In each block of transformed image, one pixel information ( corresponding to ¼ or ½) of logo binary image is inserted. The technique which is used to insert a watermark signal is given in Algorithm1. To insert this information, a proper DCT coefficient is selected in such a way that it can survive the print-scan transformation and its inverse transformation. It is found experimentally that modification of DCT coefficient value, cause visual distortion of the original image of different degree, based on the component selected for modification. The modification of lower frequency component causes greater distortion and also non diagonal frequency component causes asymmetric distortion, which is visually disturbing. Considering those facts, we have selected diagonal frequency component ´ µ,where for minimal distortion. At the time of watermark insertion, one can use « times of the global maximum (Ï Ñ Ü ) of the frequency component f(k,k), so that in the watermarked image dynamic range of this frequency component will be larger than its original dynamic range. It will help to detect the watermark bit from a highly distorted scan-back image. The value of « will be chosen depending on the allowed visual degradation of the watermarked image. Watermark insertion and extraction in different frequency component is given in the section v.
B. Watermark Extraction
The reverse procedure is followed to extract watermark information. The logo image W ¼´ ¢ µ is generated from the scan-back image S(Å ¢ AE) using the Algorithm2. This algorithm is applied to the scan-back image after identification of the image which is discussed in section II and gray value transformation by using p-curve which is discussed in section III.
C. Similarity Measurement
In this proposed technique measurement of the quality of the extracted watermark symbol is estimated using popular image correlation technique like Normalized Cross Correlation (NCC) which can be expressed as follows.
Here extracted watermark W ¼ is compared with the original watermark W. The maximum value of NCC will be ½ when both are same, otherwise closer the value of NCC is the better result.
V. EXPERIMENTED RESULTS We describe our algorithm for hiding (¾¾¢¾¼) binary image (logo) into two gray level cover images lena(¾¾¾ ¢ ¾¼ )and boat(¾ ¢¾ ), 8bit/pixel . In our experiment , we have used patterning matrix of order 8 which is computationally simple and efficient. From our above mentioned watermarking scheme some experimented results are produced where most of the bits are successfully extracted. The experiment has been carried on two different frequency components of DCT block, f(4,4) and f (5, 5) . The result is given in Table III . Watermark insertion as well as extraction in different frequency component for different images and image transformation in different level are shown in Fig.4, Fig.5, Fig.6, Fig.7 . ( 
VI. CONCLUSION
A model of print-scan and watermarking are proposed in this paper. Proposed technique describes robust and semi blind digital image watermarking in frequency domain which is computationally efficient. From the experimented result we can conclude that the proposed algorithm is also effective for small degree of document rotation. Proposed technique has several advantages. The halftoning technique and watermarking procedure both are easy to implement. Secondly,based on the requirement for degree of degradation and robustness in a particular watermarking process, we can select the different frequency component accordingly. The proposed scheme can hide logo binary image as well as gray scale image into a gray scale image. Further research work is being carried out for inserting barcode logo image into a halftone gray scale and color documents.
